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Background: 
Cyber Intelligence Tradecraft Project 
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Cyber Intelligence Tradecraft Project 

Sponsor 
• National Intelligence Manager for Cyber, Office of the Director of National 

Intelligence (ODNI) 
 

Purpose 
• Study how organizations from industry, government, and academia 

perform cyber intelligence (methodologies, processes, tools, and training) 
 

Definition of cyber intelligence 
• The acquisition and analysis of information to identify, track, and predict 

cyber capabilities, intentions, and activities to offer courses of action that 
enhance decision making 

 

Overall finding 
• The most effective organizations balanced the need to protect their 

network perimeters with the need to look beyond them for strategic insights 
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Cyber threat baseline 
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Cyber Threat Prioritization  
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 Q:  How do you rank threats, from high to low? 

 

“We consider 
everything a high 
priority threat.” 

- US government participant 
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Attack Methods 
Humans are creatures of habit. Although 
threat actors take great care to avoid 
detection. at some level they too succumb 
to this adage. Tracking how threat actors 
operate exposes patterns that analysts can 
use to combat their effectiveness. 

Infrastructure 

Technology 

Coding 

Maturity 

Targets 

Likelihood 

Resources 
Understanding what is available to threat 
actors offers context to the sophistication 
of their attacks. Leverage government. 
industry, and intelligence service provider 
information sharing arrangements to learn 
about actors resources. 

Money 

People 

Tools 

Training 

Motive 
Why do threat actors attack? Determining 
an actor's motive provides insight into the 
possible direction of their behavior. and 
determines their interest in targeting the 
organization. 

t Intrinsic (personally 
rewarding) 

Extrinsic (receive external 
reward or avoid punishment) 

Software Engineering Institute I Cm·nt·git• .\lellon Lnin·r·sity 

Targeted Data 
Understanding what a threat actor is after 
will factor into determining their intent to 
target the organization. 

Personally Identifiable 
Information (PII) 

Research and Development 

Business Process 

Industrial Control Systems 
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Direct Costs 
Cyber attacks have a financial 
impact on organizations. Prioritizing 
threats according to their cost in 
terms of remediation and mitigation can 
resonate with technical and 
non-technica l stakeholders. 

Incident Response 

Downtime 

Mitigation and/or Prevention 

Business Operations 
In addition to the known costs of 
responding to an attack, organizations 
also should consider the cascading 
effects an attack can cause and their 
associated costs. 

Supply Chain 

Logistics 

Future Earnings 

Impact 

Organizational Interests 
Plans. people, and products offer 
tremendous insight into why an 
organization is targeted and where a 
threat can do the most damage if certain 
information is compromised. 

Strategic Planning 

Stakeholders 

Organizational Culture 

- - Software Engineering Institute Cm·nt•git• .\ lellon L n in·r·sity 

External Interests 
Organizations do not operate in a bubble, 
and neither should threat prioritization. 
Consider the ramifications cyber attacks 
can have on organizational partnerships, 
reputation. culture. geopolitics. and 
market space. 

Market/Industry 

Geopolitical 

Partnerships 

Brand Reputation 
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Relevance 
From leadership to rank-and-file employees. 
the Internet offers a communication 
platform that allows anyone to make their 
organization more visible to threat actors. 

Online Presence 

Extracurricular Activities 

Motive 

Risk 

Access 
Employees with administrator privileges or 
access to sensitive data are more attractive 
targets for threat actors. Determining who 
has what access can significantly aid in 
identifying the risk to employees. 

Physical and Network-Based 
Access 

Position 

Abnormal Activity 

Infrastructure 
The unknown provenance of software and 
hardware complicates risk determination in 
the cyber environment. Overcoming this 
limitation requires researching where. when. 
and how an organization's infra-structure is 
most susceptible to cyber threats. 

Hardware 

Software 

Supply Chain 

Software Engineering Institute I Cm·nt·git• .\lellon Lnin·r·sity 

Online Presence 
The content and services an organization 
provides on the Internet serve as attractive 
targets for threat actors. Analysts can 
assess severity of risk based on this insight 
into likely attack vectors. 

Website 

Additional Exposure 

Additional Services 
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Implementing…  
Threat = Likelihood + Impact + Risk 
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Future Development: 
Cyber Intelligence Research Consortium 
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Cyber Intelligence Research Consortium 

Purpose 
• Research and develop technical solutions and analytical practices to help 

people make better judgments and quicker decisions with cyber intelligence 
 

Membership 
• Decision makers and practitioners from academia, Department of Defense, 

defense contracting, energy, financial services, and the U.S. Intelligence 
Community 

 

Offerings 
• Cyber threat baseline: Threat environment research to identify best practices 
• Tradecraft labs: Workshops to advance analytical & technological capabilities 
• Implementation frameworks: How-to guides for key intelligence practices 
• Crisis simulation: Capture-the-flag exercise to apply techniques & technologies 
• Intelligence insights: Continuous communication on relevant topics 
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Questions? 

Jay McAllister 
Senior Analyst – Emerging Technology Center 
Software Engineering Institute – Carnegie Mellon University 
412.268.9193 
jjmcallister@sei.cmu.edu  
@sei_etc 
 
Tradecraft Project: http://www.sei.cmu.edu/about/organization/etc/citp.cfm  
 

Threat Prioritization: http://www.sei.cmu.edu/about/organization/etc/citp-
cyber-threat-prioritization.cfm  
 

Consortium: http://www.sei.cmu.edu/about/organization/etc/overview.cfm  
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